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Password Managers Advantages

1. Free or Low Cost

2. Secure

3. Easyto Use

4. Multiple Devices

5. Multi-Platform (Windows, MacOS, Android)

6. Remember for all accounts
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The Sorenson Center and USU Central IT
support Bitwarden

U bitwarden

However, there are many password managers on the market.

LastPasse««« . StickyPassword

(&} dashlane
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Secure Password Protocol

Passwords

1. Are Unique for Each Account
2. Contain Random Characters

3. Are at Least 12 Characters in Length

12-Character Minimum is the USU Standard for Passwords
that protect sensitive data.
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Tutorial Coverage

Create a Bitwarden Account and Master Password

Install Bitwarden on Multiple Devices

Use the Bitwarden Vault

 Remove Browser Password Storage
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Creating a Bitwarden Account
and Master Password
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1) Open a web browser and go to bitwarden.com. Click the Create Account link in the top right corner of the webpage.

C & bitwarden.com

o Business Download Help/FAQs Contact Zreate Account g in®

Solve your password
management problems

The easiest and safest way for individuals,
teams, and business organizations to store,
share, and sync sensitive data.

& Install Now - It's FREE

If r- —|
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2) Complete the Create Account screen by entering your USU Email Address, Your
Name, and a Bitwarden Master Password.
Please review the following about the Master Password.

a) The Master Password must be unique (a password you have not previously
used) and strong (at least 12 characters). For more information about strong
password selection, review Passwords: How to Stay Secure Online.

b) The advantage of using a password manager is that you remember only one
password, the Master Password.

c) You can always change your Master Password; however, for security
reasons, Bitwarden cannot recover (reset) a forgotten Master Password.

Create Account

Email Address

Your Name

Master Password

& Master Password

d) The eye symbol next to the Master Password text box 1s used to reveal or Master Password Hint (optional) ”
conceal the Master Password.
e) (Optional) Use the Master Password Hint effectively to help you remember
your password if you happen to forget it. -
3) After completing the required items for an account, please read the Terms of Service and Bitwarden Privacy P%EU%CE |T J

Policy. Click the Submit button.
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4) An account login appears. Type the Email Address and Master Password you previously created, then click Log In.
a) If your browser prompts you to Save password, click Never. The purpose of a password manager is to eliminate

the need to save passwords in web browsers. Although it is convenient, saving passwords in browsers is not a
secure practice, as it allows full account access if your credentials are compromised.

Save password?

U bitwarden - |

Log in or create a new account to access Fasswerd  seessserssssaserees ¥ @

Your secure vault.
Save

Master Password

Emall Address

@

* Remember emai

= Log In # Create Account
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5) Your empty Bitwarden Vault will appear. Note the various information Types (left column) that may be stored in
Bitwarden—Login Credentials, Credit Card Numbers, Identity Numbers, and Notes.

L8 _ & vaulthitwarden.com/#/vault o Q D G

0 My Vault Tools Settings O -

There are no items to list.
Vern iy your account’s emall
& Add Iten address to unlock access to
EEE All Items all features.
% Favorites
Send Email
YPES
@ Login
= Card
T2 Identit * ORGAMIZATIONS ¥
£ rl" ‘}I
[ Secure Mote
You do not pelong [o any
o + organizations. Organizations
= MO Folder dllow you to securely share

items with other users.

+ MNew Organization
Dl'uf'.h‘
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a) From the My Vaulf screen, you are able to start entering information with the +Add Item button. A different
input screen will appear for each of the four information Types. An example of the Identity input screen is
displayed below. You may enter information and click the Save button at the bottom of the window. [The
+Add Item features are not demonstrated in this portion of the tutorial.]

ADD ITEM *

What type of item is this?

Identity

Name Folder

No Folder

Title

-- Select --
First Name Middle Name Last Name
Username Company
Social Security Number Passport Number License Number
Email Phone

Address 1 Address 2

Addrocc = it £ Townm

b) Other options on the My Fault screen:

1) Tools (top of screen) allows (1) setting the password generator default, (2) importing data from other
password managers, or (3) exporting your vault.

ii) Settings (top of screen) allows the adding and editing of account information. P%EUETIIECtI |T ]

EMMA ECCLES JONES o X %
A COLTEGEG EROC HION 2\ | Sorenson Center for

4 n] and HUMAN SERVICES

— Clinical Excellence
it UtahStateUniversity.




Installing Bitwarden on Browser
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u Business Downlosd  Help/FAQe  Contact Crate ACcount

6) A simple way of entering login credentials into the
Bitwarden Vault is through the web brm?'ser plug-ins Solve your password
or through the apps on your MacOS devices. management problems

The easiest and safest way for indiiduals,
teams, and business organizations to store,
share, and sync sensitive data.

a) Open a new browser tab and return to
bitwarden.com. Click the Install Now button.

& Install Mow - It's FREE

e o Windons macos ang | W 7) The installation screen (left) will appear. Scroll to
Linux deskiogs with cur native deskiop . the Web Browser Section, and click on the web browser
applicaticn
, you use.
i
5 i Chrome will be demonstrated in this example. The
installation processes are similar for the other browsers.
Safari, however, requires the installation of the Bitwarden
app from the App Store.
WEB EROWSER
Integrate Hitwarden direcily into your G‘ u
favorite browser, Use our browser
extensions for a seambess brows ng l.’ | Y
EApEriEnce
0 0 Dllif'- P‘. ’
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8) After your web browser is selected, an installation page appears. Click the Add to Chrome button, and if prompted,
click the Add extension button to confirm.

a) The browser extension will install. A short video is available on this page, describing the use of Bitwarden
in your browser.

C @ bitwarden.com/browser-start/ w Q (1) e

U bitwarden

Browser Extension Installed!

Congrats! You just installed the Bitwarden browser extension. You can watch the short
video below to learn how to easily get started using Bitwarden in your browser. If you
have any questions or need any further help getting started, feel free to contact us.

Watch later
Settings
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Using the Bitwarden Vault
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For instructional purposes, the following example will use a common USU login page, MyTime, to demonstrate the
ease of adding login credentials.

R Login - USU Secure Login x + - = *
9) Open a new browser screen and 3 C (@ @ loginusuedu/cas/login?ser . * B o @l ©
enter mytime.usu.edu. A USU Login
page will appear.

10) To start using Bitwarden, click the
Bitwarden Shield in the top right
corner of your browser. m

Meed your A-Number?

Fassworg

Forgot your password?

. — BT
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11) Next, click the Bitwarden Log In button. A Bitwarden login screen will appear.

a) Enter your Email Address and Master Password then select Log In.

&

Cancel Bitwarden Log In '

U bitwarden .

Log in or create a new account to access @
your secure vault.

Get master password hint

Create Account

OWN- g~ |
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12) Your vault will be empty or will display any information you added earlier. Click the plus (+) symbol in the top
right corner of the dialog box. An .4dd Item box will appear.

™) Q earchvault Cancel Add Item

ITEM INFORMATION
Login r
ogin.usu.edu

There are no items to list.

Add Item assword © @

Q

13) The Bitwarden Type and Name (or URL) are automatically filled. Enter your A Number in the Username field and
your USU password in the Password field. Click Save in the top right corner of the box.
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14) Once the Username and Password are saved, the Vault screen

™ Q pearchvault +
(left) will appear.
@ Login
1 Card 15) Click the new entry, login.usu.edu. Your A Number and Password
A= Identity will fill the login boxes on the USU Login Page, allowing you to

log into the MyTime application.

[ 4 secure MNote

a) Now, each time you encounter a USU Login Page, you do not
need to type in an A Number or Password. Open the

Q login.usu.edu 2 2
- 7 . -
Bitwarden Vault and select login.usu.edu.
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o

* B o & 0 Let’s practice with new WSJ account. You desire to create a new
Wall Street Journal subscription account. Visiting store.wsj.com,
wou are asked to enter the following information to create a new
ccount: First Wame, Last Wame, Email, and Password.

THE WALL STREET JOUENAL

16) Since this 1s a new account, vou will be asked to
generate a new Username or Password. Bitwarden can
help generate new passwords.

a) Click the Bitwarden Shield.
b) Select Add a Login.

c) The Add lfem screen appears with the Bitwarden
Type and Name (or URL) automatically filled.

d) Enter vour email address in the Email

. (LUsername) fleld.
| emem ] e) Click the Password field. You may enter vour owr,
individually crafted password, or vou may allow
THE WiLL STHEET JoiRe Add Item G Bitwarden to assist. There are three options:

1) Check. If vou enter vour own password,
b ACEESS DHTAL Bitwarden checks the password to determine if
v e | Login v the password has been in any known breaches.

- w

o

11} Ewve. The Master Password is revealed or

SlOre. ws).com
: concealed.

sorensonBusu_edu 1) Double arrow. A Password Gengrator box
{below) appears, and a random-generated

e = O password will display at the top of the box. You OWN> 3= |

may accept the password or adjust the SECI.[ R EI T

3

password generator options--length, uppercase, PROTECT:
lowercase, numbers, and special characters— ~
then regenerate the password. When vou are
o happv with the password, click Select in the )
https:ffstore wij.comfZIUISAUSH 1071 0000 . /8 N
: upper-right corner. : Sorenson Center for

| B -'i Clinical Excellence
f) Click Save in the Add [fem screen. >




Cancel Password Generator
fodVuVxcWP432Q
F.C."-'-_r.'.*r'l erate Password

Copy Password

Password History
OPTIONS

Password

Length 14 =
A-Z
a-Z
0-9

|@#$%8*

Minimum Numbers

Select

17) In future use, 1f you forget to click the Bitwarden Shield after entering
credentials into a new account, Bitwarden will prompt you. A
reminder (as shown below) will ask if Bitwarden should remember
the new password credentials for the website. Click Yes or Never,
depending on your preference.

< C @ & myaccountnytimes.com/auth/lo QO = L_F'n (s ]
U Should Bitwarden remember this password for you? Mever Yes x

Che New Hork Times

Log in to your account

Google Facebook f

OR

Email Address

sorensencenter@usu.edu

Password

LA A R L BN LR LR NN | f-."."u'_'_ '.:ii\li
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Removing Browser Password Storage
and Auto Prompt

Chrome, Firefox, and Safari




1) From the top right Chrome menu button (3-dot symbol), * © 0
select Settings. New tab Ctrl+T
New window Ctrl+N

Mew incognito window  Ctrl+Shift+N

History b
Downloads Ctrl+)

Bookmarks 3

Print... Ctrl+P
Cast...
Find... Ctrl+F

Maore tools k

Edit Cut Copy Paste

Exit SECL |: |T
PROTECT I ]
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2) In Settings, select Passwords.

Q, [earch settings

People

@

Syne and Google services
Manage your Google Account
Chrome name and picture

Import bookmarks and settings

Autofill

B Payment methods

Q@  Addresses and more
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3) The Passwords screen displays all saved browser passwords.

a) Toview a password, click on the [EESEEEEEIEENGEE
eyeball image. You may need to

e o k}gln password' ¢ Passwords @ Q, Search passwords
b) To remove a saved password,
click on the 3-dot S}’l]lb(}l and Offer to save passwords
select Remove.
Auto Sign-in

Automatically sign in to websites using stored credentials. If disabled, you will be asked for

: confirmation every time before signing in to a website
4) The Passwords screen also provides two : e

important options: (1) Offer to Save
Passwords and {2) Auto Sign_jn. View and manage saved passwords in your Google Account
Ensure both options are turned off.

Saved Passwords

Note: In Windows 10 or MacOS platforms,
the user should promplted to enter a password

in order to view saved passwords in Chrome. epste Hsername Password

Firefox grants access to saved browser - . -
passwords without authentication, regardless Sl G SECURE- T‘
of platform. PROTECT . ¥ ¥
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Firefox

1) Click the menu button

w In O @ @ =
o 2) Click Logins and Passwords. A screen will open with a list of
K4 Signinto Sync .
your Saved Logins.
@ Content Blocking Standard
E? New Window Ctrl+N

& NewPrvateWindow  culeshise | 3) Search or scroll to find the login you wish to see/change.

£ Restore Previous Session
Zwom = QuB) + | & a) Usernames: Double-click the username to change it.

e S b) Passwords: Click Show Passwords . Double-click the
' password to change it.

i Ctrl+ Shift+ A c¢) Remove: Highlight the logins you want to remove and click
Rt Opiions the Remove button.

,’ Customize...

d) Remove All: Click this button to remove all of your saved

Open File... Ctrl+Q .
Save Page As... Ctrl+5 10 gms "
& Print.,
T S SECLt |T
PROTECT: 1 N
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2) Firefox remembers passwords by default. Disable this feature.

a) Click the menu button = and choose Options.

b) Select the Privacy & Security panel (left side of screen) and navigate to the Logins & Passwords section.

c) Ensure the “Ask to save logins and passwords for websites” is not checked.

about:preferences#privacy g N O @
ﬂ' General
Logins and Passwords
@ Home -
iAsk to save logins and passwords for websites
Q Search

Saved Logins...

ﬂ Privacy & Security

Use a master password

s Sync

d) Close the about:preferences page. Any changes you've made will automatically be saved.

Link to Additional Firefox Instructions PROTECT

OWN-" T3]
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https://support.mozilla.org/en-US/kb/password-manager-remember-delete-change-and-import#w_viewing-and-deleting-passwords

Safari

1) From the Safari App, click the Safari menu and select Preferences.

2) Click the Passwords tab.

® Passwords

4 U\\\Oe ﬂ' -

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

AutoFill user names and passwords

3) When prompted, type your
password.

4) From the list, click the website(s)
and click the Remove button.

Website » LUser name Passwaord
192.168.1.28 —_ never saved i
1921681221 5) By default, the “Autofill user
= 1921681.217 names and passwords checkbox”
ERNOLA is selected. Deselect the
& 192.168.1.286 A
192.168.1,142 checkbox.
L] ssssssan
Passwords reused on multiple websites Details. Add Remove SECDLHI: . W‘
Link to Additional Safari Instructions PROTECT: 1 I
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https://smallbusiness.chron.com/delete-stored-password-safari-77312.html

In conclusion, Bitwarden 1s a secure, easy-to-use password manager that is available across various platforms. It 1s a

simple way for security-conscious individuals—who are tired of remembering multiple passwords—to store, share, and
sync sensitive data.

This brief tutorial covered the following topics:

e Creating a Bitwarden Account and Master Password
o Installing Bitwarden on Multiple Devices
e Using the Bitwarden Vault

Continue to explore the other quality features in the free version of Bitwarden; it has many options found in fee-based

password managers, even two-factor authentication. Bitwarden also has a premium upgrade if you need encrypted file
storage or team/family login capabilities.
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Continue your data protection efforts

Clear your browser cache

Ensure your browser is up-to-date.

Turn on two-factor authentication in all accounts when available.

Contact your local IT support, the Sorenson Compliance Office, or the USU IT Service Desk with
data protection questions.

For information about other password managers on the market, view Password Management Software
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https://usu.service-now.com/usu/kb_find.do?sysparm_current_site=eaed0e66acf58200b586d681f984e297&sysparm_search=Clearing+a+Browser%27s+Cache
https://usu.service-now.com/kb_view.do?sysparm_article=KB0010492
https://usu.service-now.com/usu/knowledge.do?sysparm_document_key=kb_knowledge,cfa6277579252100817939b84f66b25a

| AM USING A
PASSWORD
MANAGER!

bitwarden
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USU Knowledge Base Resources (it.usu.edu)

Bitwarden Resources

LLLLLLLLLLLLLLL

p ‘ c ¢ )
A COLLEGE ,#EDUCATION

A #dHUMAN SERVICES
77, UtahStateUniversity.

Sorenson Center for
Clinical Excellence



https://usu.service-now.com/usu/knowledge.do?sysparm_document_key=kb_knowledge,1768e71d1becc094439aca661a4bcb8f
it.usu.edu
https://usu.service-now.com/usu/kb_find.do?sysparm_current_site=eaed0e66acf58200b586d681f984e297&sysparm_search=Clearing+a+Browser%27s+Cache
https://usu.service-now.com/usu/knowledge.do?sysparm_document_key=kb_knowledge,cfa6277579252100817939b84f66b25a
https://help.bitwarden.com/

