
Password 
Management
Using Bitwarden





Password Managers Advantages
1. Free or Low Cost

2. Secure

3. Easy to Use

4. Multiple Devices

5. Multi-Platform (Windows, MacOS, Android)

6. Remember ONE MASTER PASSWORD for all accounts



However, there are many password managers on the market. 

The Sorenson Center and USU Central IT 
support Bitwarden



Secure Password Protocol
Passwords

1. Are Unique for Each Account

2. Contain Random Characters

3. Are at Least 12 Characters in Length 

12-Character Minimum is the USU Standard for Passwords 
that protect sensitive data.



Tutorial Coverage

• Create a Bitwarden Account and Master Password

• Install Bitwarden on Multiple Devices

• Use the Bitwarden Vault

• Remove Browser Password Storage



Creating a Bitwarden Account
and Master Password













Installing Bitwarden on Browser







Using the Bitwarden Vault















Removing Browser Password Storage
and Auto Prompt
Chrome, Firefox, and Safari











Link to Additional Firefox Instructions

https://support.mozilla.org/en-US/kb/password-manager-remember-delete-change-and-import#w_viewing-and-deleting-passwords


Link to Additional Safari Instructions

https://smallbusiness.chron.com/delete-stored-password-safari-77312.html




Continue your data protection efforts

• Clear your browser cache

• Ensure your browser is up-to-date.

• Turn on two-factor authentication in all accounts when available.

• Contact your local IT support, the Sorenson Compliance Office, or the USU IT Service Desk with 
data protection questions.

For information about other password managers on the market, view Password Management Software

https://usu.service-now.com/usu/kb_find.do?sysparm_current_site=eaed0e66acf58200b586d681f984e297&sysparm_search=Clearing+a+Browser%27s+Cache
https://usu.service-now.com/kb_view.do?sysparm_article=KB0010492
https://usu.service-now.com/usu/knowledge.do?sysparm_document_key=kb_knowledge,cfa6277579252100817939b84f66b25a




USU Knowledge Base Resources (it.usu.edu)
Password Manger: Getting Started with Bitwarden
Passwords: How to Stay Secure Online
Clear your browser cache
Password Management Software

Bitwarden Resources
https://help.bitwarden.com/

https://usu.service-now.com/usu/knowledge.do?sysparm_document_key=kb_knowledge,1768e71d1becc094439aca661a4bcb8f
it.usu.edu
https://usu.service-now.com/usu/kb_find.do?sysparm_current_site=eaed0e66acf58200b586d681f984e297&sysparm_search=Clearing+a+Browser%27s+Cache
https://usu.service-now.com/usu/knowledge.do?sysparm_document_key=kb_knowledge,cfa6277579252100817939b84f66b25a
https://help.bitwarden.com/

